Before The
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of )

)
Implementation of the Telecommunicationg CC Docket 96-115
Act of 1996 )

)
Telecommunications Carriers’ Use of )  WC Docket No. 04-36
Customer Proprietary Information and )
Customer Information. )

REPLY COMMENTSOF THE
NATIONAL ASSOCIATION OF STATEUTILITY CONSUMER ADVOCATES

The National Association of State Utility Consumelvocates (“NASUCA")
submits these brief reply comments to the Fedesati@unications Commission (“FCC”
or “Commission”) responding to comments on the k@rNotice of Proposed
Rulemaking (“FNPRM”) released in these dockets @mil®, 2007, regarding
protections for consumer proprietary network infation (“CPNI”)? Joint comments

were filed by a coalition of consumers groups firaposed reasonable additional

! NASUCA is a voluntary association of advocateasffi in more than 40 states and the District of
Columbia, incorporated in Florida as a non-prafitporation. NASUCA'’s members are designated by the
laws of their respective jurisdictions to repregiietinterests of utility consumers before statk faxeral
regulators and in the courts. See, e.g., Ohio. Rede Chapter 4911; 71 Pa.Cons.Stat. Ann. § 389-4(
Md. Pub.Util.Code Ann. § 2-205; Minn. Stat. § 8.8BC. Code Ann. § 34-804(d). Members operate
independently from state utility commissions asaddes primarily for residential ratepayers. Some
NASUCA member offices are separately establisheteate organizations while others are divisions of
larger state agencies (e.g., the state Attorneyefa#n office). NASUCA's associate and affiliate
members also serve utility consumers but are reztted by state law or do not have statewide adghori

2FCC 07-22. NASUCA did not file initial commentstiesponse to the FNPRM. FCC 07-22 also
contained a Report and Order (“2007 CPNI Order”).



measures for the protection of consumers’ inforamti Similarly, the New Jersey
Division of Rate Counsel recommends protection miess NASUCA supports those
proposals.

On the other hand, comments from the telecommuaitaindustry uniformly
oppose any new regulationslThe positions expressed in these comments desebee
rejected.

The members of the industry claim they are dedittigrotecting their
customers’ privacy. They also contend that the regulations adoptékdar2007 CPNI
Order are “more than sufficient” or “more than ad&ig” to protect consumetsnd
additional rules are not neededndeed, Time Warner says that the regulationpgsed

in the FNPRM are “wholly unnecessary.But it should be noted that many of those

3 Comments of Consumer Action, Consumer Federafigtmerica, Consumers Union, Electronic Pricacy
Information Center, National Consumers League,d@@svActivism, Privacy Journal, Privacy Rights
Clearinghouse, U.S. Public Interest Reasearch Grang Utility Consumers’ Action Network. Utility
Consumers’ Action Network is an affiliate membeNASUCA.

* The New Jersey Division of Rate Counsel is a NASUmber.

® Comments were filed by American Association ofiRggCarriers (“AAPC”); AT&T Inc. (“AT&T”);
Comcast Corporation (“Comcast”); COMPTEL; Embarpréier Commuincations (“Frontier”); the
ICORE Companies (“ICORE"); the Independent Teleghand Telecommuincations Alliance (“ITTA”");
the lowa Telecommuincations Association (“ITA™);&toPCS Commuincations, Inc. (“MetroPCS"); the
National Telecommunications Cooperative AssociafftiT CA”); NuVox Commuincations and XO
Commuincations, LLC (“NuVox/XQO”); Qwest Commuincais Associations International, Inc.
(“Qwest"); the Rural Cellular Association (“RCA"Bprint Nextel Corporation (“Sprint”); Time Warner
Inc. (“Time Warner”); T-Mobile USA, Inc. (“T-Mobil§; the United States Telecom Association
(“USTA"); USA Mohbility, Inc. ("USAM"); Verizon; andVonage Holdings Corporation (“Vonage”).

® See, e.g., AT&T Comments at 2; Comcast Commertts tontier Comments at 5; ICORE Comments at
2; ITTA Comments at 2; Qwest Comments at 2; T-Makibmments at 1; USTA Comments at 1; Vonage
Comments at 1-2.

" See, e.g., AT&T Comments at 2; ICORE CommentsATIomments at 1: ITA Comments at 2;
MetroPCS Comments at 2; NuVox/XO Comments at 1; MS2omments at 2.

8 Embarq Comments at 1; Frontier Comments at 5; CBnments at 1-2; NTCA Comments at 1; Sprint
Comments at ii.

° Time Warner Comments at 2.



same parties strongly opposed the consumer protecteasures adopted in the 2007
CPNI Order, often in the same sweeping terms asethoresponse to the FNPRMIn
the views of many of these parties, an absencayfegulation would be more than
adequate to protect consumers. They are wronguooer protection regulation must
continue in order to meet the public interest.

The industry commenters also stress that the adepted in the 2007 CPNI
Order have not yet become effective, and ask thrarigsion not to implememew
regulations before they have an opportunity to ammnt those regulatiof’s.Given the
different reach of many of the policies currenthder consideration in the FNPRM from
the rules adopted in the 2007 CPNI Order, suchydslaot warranted and these
suggestions should be disregarded.

On the other hand, USAM cites the Commission’s 1@&@sion not to impose
additional CPNI requirements (including those like ones set out in the FNPRM) as
avoiding “regulatory micro-managemerit.”Yet the problems involved with disclosure
of consumers’ information in 1999 were differerg véitnessed by the rules adopted in

the 2007 CPNI Order.

1 5ee, e.g., Comments of AT&T (at 2); MetroPCS JatNT CA (at 1); Qwest (at 6-7); Sprint (at i-ii)- T
Mobile (at ii); Verizon (at ii-iii) (all filed Aprl 28, 2006).

1 See, e.g., AT&T Comments at 2; Comcast Comments @OMPTEL Comments at 1; Embarq
Comments at 1; NuVox/XO Comments at 2; Sprint Comtsat i; Time Warner Comments at 2; T-Mobile
Comments at 2; Vonage Comments at 1.

12 USAM Comments at 2-3, citingnplementation of the Telecommunications Act 06199
Telecommunications Carriers’ Use of Customer Pretaiy Network Information and Other Customer
Information; Implementation of Non-Accounting Safagls of Sections 271 and 271 of the
Communications Act of 1934, as amende@ Docket Nos. 96-115 and 96-149, Order on Rederation
and Petitions for Forbearance, 14 FCC Rcd 1440991 %t T 7(e).



Another error in the industry’s comments is theuagstion that the
Commission’s sole focus here is on data brokerspagigxters® That may have been
largely true for the 2007 CPNI Ordéut the FNPRM explicitly describes the broader
reach of the current inquiry:Through this Further Notice of Proposed Rulemaking,
seek comment on whether the Commission shoultbasipand its CPNI rulesfurther,
and whether it shoulekpand the consumer protectionsto ensure that customer
information and CPNI are protected in the context of mobile communication
devices.” ™

Various segments of the industry also requestxXemgtion from any new rules.
Some of the requests are based on the possitiliagk of harm to consumetsbut
others are based on the supposed burdens on tlersafFor example, NTCA would
exempt “small businesses” from the requirementp@sed in the FNPRNM. NTCA's
proposal implies that the customers of small bissias are somehow less deserving of
protection than the customers of “large busine$sespncept that should be a non-
starter. Likewise RCA'’s request for exemptiondorall and regional wireless carriers

should be rejected. If such exemptions were granted, potential custsmof these

13 See, e.g., AAPC Comments at 3; MetroPCS Commets3a Time Warner Comments at 8.
42007 CPNI Order, 1 2.
> ENPRM, 1 67 (emphasis added).

18 see, e.g., AAPC Comments at 2, USAM Comments(pading carriers); MetroPCS Comments at 3
(prepaid wireless carriers).

7.
18 NTCA Comments at 1.

1 RCA Comments at 2.



smaller carriers should be warned that, becauieeatarriers’ size, their CPNI will be
more at risk than it would be if they subscribe@targer carrier.

Several points require specific rebuttal. First&A argues that the Commission
should not impose new rules that dictate the maimehich customer data is removed
from mobile devices when they are refurbisfledT&T asserts that the Commission
should rely on “industry best practices, which daeabobile devices to be refurbished in
a cost-effective fashion that serves the interefstise price-sensitive consumers who are
the ultimate beneficiaries of refurbished hand%&tShose consumers may be the
ultimate beneficiaries of the refurbished equipment it is not those consumers whose
personal information is at risk if personal dataas effectively removed; it is the
consumers who possessed the devebsr e the devices were refurbished. NASUCA
submits that the interests of the consumers whateisl at risk should be paramount in
this instance, even if we recognize a slight impercthe “price-sensitive” ultimate
possessors of the mobile devices.

Verizon asserts that password requirements fodidetosure of CPNI “would
violate the First Amendment?’ Verizon’s arguments should sound familiar to the
Commission, since they are virtually identicalltoge raised by Verizon on the opt-
infopt-out issue in the round of comments thatttethe 2007 CPNI Ordét. It thus
would appear that the arguments would also appllyggdCommission’s decision in the

2007 CPNI Order. The Commission should await \@erig appeal of that decision on

20 AT&T Comments at 3.
2.
22\/erizon Comments at 10.

% Verizon Comments (April 28, 2006) at 22-26.



this issue before conceding the point. In any ewerizon does not really attempt to
distinguish the password rules adopted in the ZOPKI Order from those under
discussion in the FNPRM.

Also with regard to the password issue, Time Waasserts that “if a subscriber
who lost his password were required to receivesparse by mail to receive such routine
information [as non-call detail CPNI], it could jgardize the overall customer-carrier
relationship.* Yet if all carriers are required to undertakehsmeasures, any
disturbance to the customer-carrier relationshiplikely have no impact between or
among carriers. On the other hand, if a custonseogers that his non-call detail CPNI
has been revealed to third parties because therchas not required a password, the
customer’s reaction -- running the gamut fromatidn to outrage -- will certainly have
an adverse impact on the customer-carrier relatipns

In the end, MetroPCS exemplifies the central pnoblgth industry’s comments
here, stating, “[C]arriers must have the flexiilib serve their customers -- including
their customers’ privacy concerns -- in the marthat best fits with their service models
and business realities without regulatory interi@nt® That is an argument for the
absence of any regulation, an argument that then@ssion affirmatively rejected in the
2007 CPNI Order, when it adopted rules in ordegrtiiect consumers from the use of
“service models and business realities” in ways tésult in harm.

Likewise, Qwest asserts that there is “no recoadl ¢tarriers act in a chronically

casual manner in the treatment of customer infaonair negligently with regard to its

%4 Time Warner Comments at 8 (footnote omitted).

% MetroPCS Comments at 3 (footnote omitted); see @west Comments at 3.



release.” ltis not “casualness” or negligence that isghimmary concern here; rather the
concern is that the carriers will undertake aaggitconsistent with their service models
or business realities that take advantage of thai&r-customer relationshig’which,
although “both parties hope will be responsiveicafht and satisfying? all too often is
none of those things.

Respectfully submitted,

/s/ David C. Bergmann
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